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ASSOCIATE DEVELOPER 
IDENTIFICATION WITH 
APPLICATION 



TEST THE APPLICATION FOR 
IMPROPER OPERATION 



CHECK THE APPLICATION PRIOR 
TO EXECUTION ON EXECUTING 
DEVICE 



REMOVE APPLICATION IF AN 
UNDESIRABLE OPERATION 
OCCURS 



FIG. 1 
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FIG. 4 
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RECEIVE APPLICATION AND 
DIGITAL SIGNATURE SIGNED BY 
DEVELOPER 



CERTIFY CORRECT DEVELOPER 
BY CHECKING DIGITAL SIGNATURE 



STORE ID OF DEVELOPER AND 
ASSOCIATE IT WITH THE APP. 



CERTIFY APPLICATION SATISFIES 
SPECIFIC CRITERIA 



ASSIGN PERMISSIONS BASED ON 
CERTIFICATION AND CARRIER 
REQUIREMENTS 



DIGITALLY SIGN APP., PERMISSION 
LIST, AND DEVELOPER ID 



TRANSMIT APP., PERMISSION LIST, 

DEVELOPER ID AND DIGITAL 
SIGNATURE TO WIRELESS DEVICE 
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FIG. 6 
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STORE RULES TO EVALUATE ON 
WIRELESS DEVICE 
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RECEIVE APP., PERMISSION LIST, 
DEVELOPER ID, AND DIGITAL 
SIGNATURE 
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RECEIVE REQUEST TO EXECUTE 
APPLICATION 
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DO NOT 
EXECUTE 
APPLICATION 



NO 



DIGITAL" 
SIGN. AND 
•PERMISSIONS., 
OK? 



YES 
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EXECUTE APP. ON WIRELESS 
DEVICE 
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APP. ^ 
PERFORMS 
ILLEGAL OR IMPROPER 
OPERATION? 



YES 



NO 



740 



CONTINUE 
EXECUTION 



CEASE EXECUTION 



REMOVE APPLICATION FROM 
WIRELESS DEVICE 
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FIG. 7 



